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ISO 27001:2022

INFORMATION SECURITY MANAGEMENT SYSTEMS

Course Description:

This 2-day ISO 27001 Internal Auditor Training is designed to equip participants with the
knowledge and skills required to effectively audit an Information Security Management
System (ISMS) based on the ISO 27001 and |ISO 19011:2018 standards. The course
includes a comprehensive overview of ISO 27001 requirements, audit techniques, and
best practices to ensure the successful implementation and maintenance of an ISMS.

Benefits:

* Gain a deep understanding of ISO 27001 and the internal audit process.

* Enhance auditing skills and techniques.

* Contribute to the continual improvement of organization's Information Security
Management System.

Assessment:

A written examination and practical assessment will be conducted to evaluate
participants' understanding and application of the ISO Management Systems auditing
concepts.
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WHAT WILL YOU LEARN:

e [ntroduction to ISO 27001 and the ISMS

framework.
e Understanding information
management principles.

e Overview of ISO 27001 requirements and

clauses.
¢ Introduction to the internal audit process.
e Roles and responsibilities of an
auditor.
e Planning an internal audit of the ISMS.

e Conducting an internal audit: Techniques and

best practices.
¢ Reporting and communicating audit findings.
e Corrective actions and follow-up.
¢ Case studies and practical exercises.

UPON COMPLETION,
YOU WILL BE ABLETO:

Understand the principles and
requirements of ISO 27001.

Apply audit principles, practices,
and techniques in accordance with
ISO 19011.

Plan, conduct, report, and follow up
on internal audits of an ISMS.
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WHO SHOULD ATTEND:

Information security managers and
professionals

Internal auditors

IT managers

Risk managers

Compliance officers

Quality managers

Anyone involved in the implementation or

maintenance of an ISMS

CERTIFICATION:

Participants who successfully complete the
course and pass the assessment will receive a
Certificate of Achievement as Internal Auditor.

COURSE FEE INCLUDES:

Certificate of Attendance / Achievement
Training materials

e Examination fee

REGISTRATION:

*Contact us for Inhouse Training quotation.
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COURSE OUTLINE

DESCRIPTION

ISO/IEC 27001:2022 was established to provide requirements for establishing,
implementing, maintaining and continually improving an information security
management system. The adoption of an information security management
system is a strategic decision for an organization. The establishment and
implementation of an organization’s information security management system is
influenced by the organization’s needs and objectives, security requirements, the
organizational processes used and the size and structure of the organization. All
of these influencing factors are expected to change over time.

The information security management system preserves the confidentiality,
integrity and availability of information by applying a risk management process
and gives confidence to interested parties that risks are adequately managed. It
is important that the information security management system is part of and
integrated with the organization’s processes and overall management structure
and that information security is considered in the design of processes, information
systems, and controls. It is expected that an information security management
system implementation will be scaled in accordance with the needs of the
organization.

An internal audit one of the core process in contributing towards effective
implementation of ISO/IEC 27001:2022 at the workplace. Internal audit course in
ISO/IEC 27001:2022 will benefit the organization to improve their Information
Security performance by developing the necessary skills to assess and report on
the conformance and implementation of processes based on ISO/IEC
27001:2022 requirement.

The participants will learn how to initiate an audit, prepare and conduct audit
activities, compile and distribute audit reports and complete follow-up activities.

OBJECTIVES

* To understand the fundamentals of ISO/IEC 27001:2022 (ISMS) & performing
evaluation based on ISO/IEC 27001:2022 (ISMS) requirements

* To prepare the necessary for conducting an audit

* To understand the processes of conducting an audit

* To write a performance evaluation report
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COURSE OUTLINE

TOPICS

Overview of ISO/IEC 27001:2022 (ISMS)
Auditing Elements

Audit Planning

Audit Preparation

Audit Performing

Non-Conformance Reporting

Audit Reporting

Report Assessment

Scenario (Workshop)

Assessment
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